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PROFESSIONAL SUMMARY

Highly motivated and adaptable Junior DevOps Engineer with a strong foundation in full-stack development, web
scraping, and AI integration. Currently enhancing system reliability and scalability at NavimarSystems , I am also deeply
engaged in cybersecurity, specializing in binary exploitation and actively participating in CTF challenges. I am
passionate about leveraging my diverse technical skills to solve complex problems and contribute to innovative projects
in a challenging and growth-oriented environment.

 OFPPT Yaacoub El Mansour 

Specialized Technician in Computer Networks

EDUCATION

RELEVANT EXPERIENCE:

Full-stack Developer, Freelancer

 Designed and developed web applications using modern frameworks and AI-enhanced functionalities. 
Created custom web scrapers for automated data collection and analysis. Developed browser extensions focused
on enhancing user experiences and automation. 
Integrated AI solutions into web applications to optimize user interaction, data processing, and automation
workflows.

 1337 Khouribga 

 Software Engineering 

2022-2024 

2020 – 2022 

2022-Present 

DevOps Intern, Navi Mar Systems 

Assisted in automating deployment, monitoring, and infrastructure management with CI/CD pipelines.
Collaborated with development teams to enhance system reliability, scalability, and security.
Troubleshot and optimized server performance, container orchestration, and network configurations.

(August 2024 – April 2025)

Junior DevOps Engineer, Navi Mar Systems  

Managed team for integration between microservices components.
Designed IT infrastructure, communication protocols, and RBAC strategies.
Engaged in problem-solving for dependencies and blocking situations.
Worked in an Agile environment with sprint systems.
Reviewed peers' code to identify best practices.

(April 2025 – Present)

Specializes in Binary Exploitation (PWN) for Capture the Flag (CTF) competitions.
Creates CTF challenges focusing on vulnerability exploitation.
Contributed to the team's participation in various national and international cybersecurity competitions.

ADDITIONAL EXPERIENCE:

Member - Akasec Cyber Security Club, 1337 (2023-Present)

https://www.linkedin.com/in/snzmohsine/
https://github.com/5N0023


SKILLS:

Programming Languages:
JavaScript 
TypeScript 
Python 
C/C++ 
Go

Web Technologies:
HTML/CSS 
React.js 
Next.js 
Tailwind CSS 
RESTful APIs 

Database Management:
PostgreSQL 
MongoDB 

Tools & Frameworks:
Django 
Prisma 
Git 
Flask

DevOps:
Docker 
CI/CD Tools 
Sonatype Nexus
Sonarqube
Unit test pipelines

AI Tools:
OpenAI API Integration
Voiceflow 

Cybersecurity:
Binary Exploitation 
Web Security 
CTF Participation

LANGUAGE:

Arabic 
English
Frensh

ACTIVITIES:

Euro Mediterranean University of Fez Educational Sessions 
Actively participated in boot camps leading sessions to introduce students
from the Euro Mediterranean University of Fez to binary exploitation
techniques.

 UIR, ENSA Tetouan, and ENSA El Jadida Educational Sessions
Scheduled to conduct educational sessions at UIR (Rabat), ENSA Tetouan,
and ENSA El Jadida, aimed at fostering a deeper understanding of binary
exploitation in cybersecurity.

 Cyber Odyssey 2023 (National CTF) 
Achieved second place with my team in the Cyber Odyssey 2023, a national
CTF held at 1337 Khouribga. 

Cyber Odyssey 2024 (National CTF) 
Creator of challenges for Cyber Odyssey 2024. 

Akasec CTF 2024 (International) 
Creator of challenges for the Akasec CTF 2024, an international CTF
competition


